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MONITORING DEVICE, CARRIER DEVICE AND METHOD INVOLVING A 
MONITORING DEVICE AND A CARRIER DEVICE 

Technical field 

The present invention relates to a monitoring device as defined in the preamble of 
claim 1. It also relates to a carrier device as defined in the preamble of claim 13 and 
a method for monitoring the presence of a monitored item, as defined in the pream- 
ble of claim 22. 

Background 

There is a desire to be able to discover loss or theft of personal belongings, espe- 
cially valuables, at an early stage. The early discovery of a theft is of importance for 
capturing the thief. Similarly, there is a desire to prevent unauthorized use of func- 
tional items such as credit cards or remote control devices. 

Object of the Invention 

It is an object of the present invention to detect the loss of personal effects, in par- 
ticular valuables, at an early stage. 

Summary of the Invention 

This object is achieved according to the invention by a portable monitoring device 
characterized in that it is comprises 

- monitoring means for monitoring the presence of at least one monitored item, 
said monitoring means comprising 

- polling means for transmitting a poll signal to at least one carrier device ar- 
ranged on a monitored item, said poll signal having predetermined character- 
istics identifying the monitoring device and the carrier 

- receiving means for receiving a response signal from the monitored item 

- position means for identifying the monitored item on the basis of characteris- 
tics of the response signal. 
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In a preferred embodiment the position means is arranged to determine the position 
of the monitored item on the basis of characteristics of the response signal. 

The object is also achieved by a carrier device arranged to be placed on a monitored 
item and comprising 

- receiving means for receiving a poll signal from a monitoring device, said 
poll signal having predetermined characteristics identifying the monitoring 
device and the carrier 

- response means for transmitting a response signal to the monitoring device, 
said response signal enabling the monitoring device to identify the carrier de- 
vice. 

In a preferred embodiment the response means is arranged to transmit the response 
signal in response to the poll signal. 

The response signal preferably enables tlxe monitoring device to determine the posi- 
tion of the carrier device. 

The object is also achieved by a method for monitoring the presence of a monitored 
item comprising the steps of 

- transmitting a poll signal from a monitoring device to a carrier device ar- 
ranged on the monitored item, said poll signal having predetermined charac- 
teristics identifying the monitoring device and the carrier device, 

- transmitting a response signal from the carrier device to the monitoring de- 
vice, said response signal enabling the monitoring device to determine the 
position of the carrier device 

- taking action if it is determined that the distance between the monitoring de- 
vice and the carrier device is greater than a predetermined threshold distance. 
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The carrier device is arranged in or on a monitored item, such as a credit card or 
other valuable. The monitoring device is preferably arranged in a mobile telephone, 
so that the communication functions of the mobile phone can be utilized. It could 
also be arranged in another type of portable unit, such as a laptop computer or a per- 
5 sonal digital assistant, preferably comprising communication functions. In this way 
the monitoring device monitors the distance between the mobile telephone, or other 
portable unit, and the monitored item. If the item or the mobile telephone is lost or 
stolen, and the distance between them increases above a predefined threshold dis- 
tance, action will be taken. Action may also be taken if no poll signal is received in 

10 the carrier device, or if no response signal is received in the monitoring device, 
within a predetermined period of time. The threshold distance may be set as re- 
quired but should be selected so that it is longer than the maximum normal distance 
between the monitoring device and the carrier, but short enough to detect the loss or 
theft at an early stage. This means that the threshold distance will typically be be- 

15 tween 1 and 30 meters. 

The action can involve issuing an alarm and/or deactivating the function of the 
monitored item, for example the chip and/or magnetic strip of the credit card. The 
function may be deactivated by a deactivating means in the carrier device of its own 

20 motion, for example if no poll signal is received in a predefined period of time. It 
may also be deactivated in response to a deactivating signal received in the carrier 
device from the monitoring device. Deactivating the function of the monitored item 
ensures that a person who takes unauthorized possession of the item cannot use it. 
Deactivation may be permanent or temporary. In the latter case the function of the 

25 monitored item may be reactivated if a new poll signal is received from the appro- 
priate monitoring device. 

The action may also involve activating a camera for recording still or moving im- 
ages, which may capture the situation and help identify, for example, a pickpocket. 
30 Sound recordings may be initiated as well. This will be particularly useful if the 
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threshold distance is set relatively short, for example 1 meter. Thus, the invention 
may serve both to discover loss or theft, to document the circumstances of the loss 
or theft, and to prevent unauthorized use of items such as credit cards, key cards or 
remote control devices. 

5 

For example, if the carrier is moving in the wrong direction, or the monitoring de- 
vice is moved out of reach, the monitoring device can be arranged to act in different 
ways. For example, in a first step, the monitoring device may issue an alarm to the 
user, then deactivate the functional units of the portable unit on which it is arranged 

* 

10 in a second step. As a third step, the camera may be started. In addition to the alarm 
to the user, a call may be set up through a telecommunications network, for exam- 
ple, to a security company or to the police. The actions taken, as well as the order, 
may be varied as desired. 

1 5 For the communication between the monitoring device and the carrier device a 

short-range transmitter may be used. For example, Bluetooth will be suitable in this 
context. Alternatively, the polling means may be arranged to transmit the poll signal 
on a radio frequency or by means of a communications network. The control means 
of the monitoring device may be arranged to control the communication facilities of 

20 the portable unit on which the monitoring device is arranged, for example, to trans- 
mit signals through the telecommunications network using the transmitter of the 
mobile telephone. 

The monitoring device according to the invention could also be used for remote con- 
25 trol of technical equipment. For example entrance codes could be replaced with a 

poll signal with a particular characteristic. The entrance control could be activated at 
a distance and the door could be opened when the user approaches. For increased 
security the remote control could be combined with entering a key code, so that both 
the appropriate poll signal and the key code would be required for the door to open. 

30 
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Brief Description of the Drawings 

The present invention will be described in more detail in the following, with refer- 
ence to the appended drawings, in which: 
Figure 1 is an overview of a system according to the iirvention 
5 Figure 2 shows a monitoring device used according to the invention 
Figure 3 shows a carrier device used according to the ixivention 
Figure 4 is a flow chart of the method according to the invention. 



Detailed Description of Embodiments 
10 Figure 1 illustrates a basic embodiment of a system according to the invention. A 
mobile telephone 1 comprises, in addition to the units normally comprised in the 
telephone (not shown), a monitoring device 3. The monitoring device will be dis- 

♦ 

cussed in more detail in connection with Figure 2. The system also comprises sev- 
eral monitored items 5 that should be registered by the monitoring device. Each item 

15 5 comprises a carrier device 7 arranged to communicate with the monitoring device 
3, as will be described in more detail below. The items may comprise one or more of 
the following: credit cards, key cards, wallets, remote control units and other items 
that should be monitored. A person using the system w ould carry the mobile tele- 
phone and one or more monitored items and make sure they are kept within a speci- 

20 fied distance of each other. 

The monitoring device is arranged to transmit a poll signal to each of the carrier de- 

* 

vices 7 at regular time intervals. Each carrier device ha.s a unique signal profile to be 
used in the poll signal. The monitoring device can generate signals according to 
25 each of these profiles, to communicate with each of the carrier devices. The carrier 
device will respond to the monitoring device by transmitting a response signal using 
its own profile. Alternatively, the same signal from the monitoring device is re- 
ceived in all carrier units, but each carrier unit responds using its own signal charac- 
teristics. 
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Figure 2 illustrates a monitoring device 3 according to the invention. The monitor- 
ing device comprises polling means 1 1 for transmitting poll signals to one or more 
carrier devices 7 on an output connection 12. The monitoring device also comprises 
receiving means 13 for receiving response signals on an input connection 14 from 
5 the carrier devices and position means 15 for determining the position of each moni- 
tored item on the basis of characteristics of the response signal. 

The monitoring device also comprises control means 17 for controlling the commu- 
nication with the carrier device. The control means is preferably also arranged to re- 

10 ceive position information from the position means 1 5 and initiate action if the dis- 
tance between the monitoring device and the carrier device is greater than a preset 
threshold distance. The threshold distance can be selected as appropriate, but is 
preferably between lm and 30m. The control means 17 may also, or alternatively, be 
arranged to take action if no response signal is received from a particular carrier 

15 unit, within a predetermined period of time. The control means 17 is preferably as- 
sociated with, or communicates with, a control unit (not shown) of the mobile tele- 
phone 1 . The control means 17 can instruct the control unit to control certain func- 
tions of the mobile telephone as required. Alternatively, the control means 17 is able 
to control functions of the mobile telephone directly, for example the display or 

20 . sound generator. Communication with the control unit or other functional units of 
the telephone is illustrated in Figure 2 by a connection 19, which enables transmis- 
sion of signals from the control means to units of the mobile telephone, and possibly 
also input signals in the opposite direction. The control means 17 can also be ar- 
ranged to control the communication functions of the mobile telephone, so that these 

25 functions can be used for communication between the monitoring device and the 
carrier devices 7. 

* 

The actions taken, either by the control means 17 or by the control unit of the mobile 
telephone, may be one or more of the following: The display of the mobile tele- 
30 phone may show the position of the carrier unit in question, or indicate in some way 
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that the carrier unit is not responding, or is too far away. For example, a certain col- 
our and/or flashing may be used. In addition, or alternatively, an alarm sound may 
be issued. The monitoring device may also transmit a deactivating signal to the car- 
rier unit, instructing it to deactivate the function of the monitored item on which the 
5 carrier unit is arranged. The polling means 1 1 or another transmitter present in the 
may be used to transmit the deactivating signal. 

Some or all of the control functions of the monitoring device 3 may advantageously 
be implemented on the SIM card of a mobile telephone. 

10 

Figure 3 shows in detail a carrier device 7 used in a monitored item according to the 
invention. The carrier device 7 comprises a receiving means 21 for receiving on an 
input connection 22 a poll signal from a monitoring device 3, and a response means 
23 for transmitting on an output connection 24 a response signal to the monitoring 

15 device 3 in response to the poll signal. The carrier device also comprises a control 
means 25 for controlling the communication with the monitoring device. If different 
signal characteristics are used poll signals for different carrier devices, the control 
means 25 will determine if a signal received by the receiving means is intended for 
its carrier device 7 before responding or taking action. The control means 25 may 

20 also be arranged to communicate on a connection 27 with the monitored item 5 on 
which the carrier device is arranged, for example, to deactivate one or more func- 
tions on the item 5. The deactivation may be initiated by the control means 25 itself, 
if no poll signal is received within a predefined period of time. It may also be initi- 
ated by the control means 25 in response to a deactivation signal received from the 

25 monitoring device. The control means 25 may control the functions of the monitored 
item 5 directly, or via communication with a control unit (not shown) of the item 5. 

« 

In the latter case, the control unit deactivates the functions. 



30 



The response means 23 may also be arranged to transmit a response signal accord 
ing to its profile, without a poll signal having been received. 
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Each carrier has unique characteristics of its response means, enabling the monitor- 
ing device to determine which carrier it is communicating with. 

5 The carrier device 7 may be arranged on any type of item. Typically it will be placed 
on, or integrated in, valuable items that are attractive to thieves, such as wallets, 
purses, handbags, credit cards, keys and remote controls for opening doors, or oper- 
ating alarms, or other functions. It may also be used for identity devices. The carrier 

device can also be used to control heating, water and electricity or caring for pets. It 

» 

10 may also form part of the security measures in organisations, companies, schools 

etc. Carriers according to the invention may be used to monitor a group of children, 
for example, a group of kindergarten or school children on a field trip. 

If the monitored item already comprises a data storage and/or processing device, the 
15 carrier device functions could be implemented as part of this processing device. For 
use on a credit card, the carrier functions could be implemented on the electronic 
circuit ("chip") currently found on all credit cards. In this case, the credit card func- 
tion of the chip can easily be deactivated, permanently or for a limited period of 
time, by means of a simple code transmitted from the monitoring device, or if there 
20 is no communication between the monitoring device and the carrier. The chip will 
then be deactivated, making the credit card useless if it is removed too far from the 
monitoring device. The deactivation could be permanent or temporary. In the latter 
case the chip could be reactivated if a poll signal from the appropriate monitoring 
device is received at a later stage. The credit card will only work while it is within 
25 reach of the monitoring device. The signalling range of the monitoring device can 
be limited to set the maximum distance from the monitoring device at which the 
monitored item will still work. 
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Figure 4 is a flow chart of the actions taken according to a basic embodiment of the 
invention. 
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« 

In a first step, SI, a poll signal is transmitted from the monitoring device to at least 

one of the carrier devices associated with the monitoring device. 

In step S2 the carrier device responds by sending a response signal to the monitoring 

device. In one embodiment the response signal can be transmitted even if the carrier 

device has not received a poll signal from the monitoring device. 

In step S3 the position of the carrier device is detenmined by the position means of 

the monitoring device. It is not necessary to determine the exact position in order to 

know when to take action. Determining the distance between the monitoring device 

and the carrier device will be sufficient. 

In step S4 action is taken if the distance is too great compared to a predetermined 
threshold. Examples of actions that may be taken are defined above. 



